Islamic State of Iraq and the Levant (ISIS): Exploring organized crime
[bookmark: _GoBack]Formed by Abu Bakr al-Baghdadi, the terrorist group has grown to accommodate about eighty-thousand militants based in Iraq and Syria. The terrorist organization being situated in the Islamic state, is not limited as they also have global reach with territories in Palestine, and affiliate groups in Libya, South-Easy Asia and Nigeria. Some members also situated in western countries. Being an extreme Jihadist organization, the terrorist group claims to have worldwide control of Muslims with authority over religious, military and political groups, abuse being reported globally by the savages. Notoriety of ISIS is in slave market creation trading in captured women such acts happening to Yazidi Kurdish sect subsequently ISIS killing their children.
Distinctly, the group seems motivated on Islamic beliefs concerning the path to judgement day, and may help the west know their enemies and predict the counteractive behavior. ISIS rise of power bears similarity to the Egyptian Muslim Brotherhood. As much as religious ideologies play to motivate the group, western foreign policy and profound individual attributes also play a role for motivating the jihadists (Morse, 2019). Comprehensible radicalization paths are seen to be followed by a portion of the jihadists while others do not. The need for attachment to an organization giving them a sensible purpose majorly post personal disappointment such as death of parents or the ideology behind successful attack being an inspiration of heroicness. In a social sense, targets of recruitment to the group often are outcasts who may seek a sense of belonging to a community, minorities or victims of western foreign policies.
 Individuals bearing also criminal history, violent behavior or radicality, and traditional Muslims orthodoxically bearing radical views. Socio-psychological vulnerabilities and reasons are inarguably major drives. Success and growth of ISIS is attributed to extensive financial resourcing. Income is sourced from local criminal acts such as oil revenue, fake aid and donations, ransom, kidnapping and foreign funding. Funds are indeed obtained from organized criminal activities such as money laundering to cover the spot and fake donations. Activities such as looting, selling drugs, selling stole artifacts and bank robberies are exploited by criminal networking financing the Caliphate. Sources where the terror groups obtain its finances from are illegally organized and some covered to clear the air.
Cyber terrorism
Following the May 2017 ransomware attacks, computers were affected leading to loss of data from the WannaCry attack. The attack was characterized by infection in windows operating systems encrypting personal user files in the hard drive, thus rendering access impossible upon demanding cryptocurrency payment, being a few bitcoins for decryption. Spread of WannaCry was notable due to several factors, as initial attach affected significant high end systems including data in Britain’s health service. Exploitation was on a vulnerability discovered in windows, first in the United States by the National Security Agency bearing tentative linkage to Symantec and Lazarus group, a notorious cybercrime organization suspected to have connection with North Korea. Despite the losses brought about by the patch, WannaCry vulnerability patches are available, thus there is little loss and less damage leading to more safety and security reactions from computers thus possibility of such an attack is least expected.
Potential vulnerability of most critical infrastructure may be the first checkpoint in addressing cyberterrorism. Industrial control systems, still exist as vulnerability points as they have not been prioritized in the revolution. Industrial sectors who potentially are affected by cyber-terrorist acts include water, energy and telephone departments. Warnings have been issued by the national government regarding increased interests of cyber-terrorists on industrial systems, whose attach may lead to temporary service loss in attempt to resolve attacks or catastrophic failures, thus industrial systems should also be prioritized (Marsili, 2019). With ease of access to impose threat on these systems, it may a big blow incase of an attack and the attacker may easily be driven to the systems as they are an easy target, thereby tools of defense and modifications are necessary to assist in threat and attack management.
Modern age tools that may lead to massive attacks include the internet, whose usage bears prominence and artificial intelligence, whose adoption is garnering high popularity. Automated tasks performed by AI may increasingly lead to changing nature of attacks, as the response to an attack may be automatically comprehended and desired response of the attacking system render a solution to complete its task. In reduction of the risk, the government may assist in increasing awareness of security-centered infrastructure adoption and culture, assessing effectiveness of anti-malware and robust firewall programs, and setting higher testing standards for hardware before its adoption in the global market.
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